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One of the most critical aspects to consider in wireless sensor networks is 
security, particularly in internet of things (IoT) implementations. Sensor 
network applications had risen in the past 5 years since these networks have 
been used in various parts of life (smart residential and commercial 
buildings, medical, and agriculture). In this study, we provide a novel 
network of sensors based on the Bluetooth network that may be used to 
protect commercial buildings. The Bluetooth type HC 06 was chosen since it 
has a low energy consumption and a communication range of 100 meters. 
Such security network includes motion sensors and control cameras that are 
controlled by an Arduino Nano microcontroller. The motion sensor's 
primary characteristics are solely applicable to humans, and the Arduino 
Nano is an open-source microcontroller. The key benefit of this research is 
that it demonstrates how to create a low-cost Bluetooth sensor security 
network with limited storage space for control movies. 
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1. INTRODUCTION 

Due to recent technological advances, the manufacture of small sensors with low power 
consumption and wireless connectivity is possible and economically feasible. Making use of this type of 
sensor is possible to create wireless sensor networks. Combining the features of these devices, such as their 
small size, low production cost, and wireless connectivity, wireless sensor networks make a large area of 
implementation possible and, therefore, in great evolution. 

The network of wireless sensors consists of small devices of this type, randomly distributed and 
dense in the middle and with the possibility of communication between them. In many cases, there is also a 
need for automated regulation, that is, there is no need to intervene externally at the stage of disposing of the 
sensors in the centre. Taking into account their characteristics, wireless sensor networks can be applied in 
several areas of the military to detect interference and monitor the environmental conditions of the network, 
industrial area, for example, to conduct inventory control [1], or for applications such as the geographical 
location of objects [2]-[9]. The internet of things (loT) has dominated improvements in communication and 
networking technology during the previous decade [10]-[12]. In a real-world setting, IoT-based services 
improve the home environment and are used in a variety of applications. loT-based home automation is a 
necessary and frequent application. All home appliances are networked together with home automation, 
giving them the ability to function without human involvement. Home automation makes a big difference in 
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people's lives by allowing them to operate their home equipment intelligently [13], [14]. In this paper, a new 
wireless sensor network has been designed and implemented that can monitor people and protect private and 
government buildings from theft or undesirable acts. This network has the ability to reduce the size of the 
control panels of the system by controlling the operation of cameras only when there is a person in this area 
[15]-[19]. 

The network is designed and simulate based on the Bluetooth between the monitor and control 
stations to transfer data and information from one monitoring control system to the other through wireless 
transmission [20]-[23]. In this network was used the Arduino nano as a microcontroller, this microcontroller 
is a small, complete, and breadboard-friendly board based on the ATmega328P. The Arduino software 
consists of a collection of C/C++ functions that are then sent straight to a C/C++ compiler for employment 
through any software. Arduino Software is an open-source application (IDE) Windows, Mac OS X, and 
Linux [24], [25] are all supported. The motion sensor [26]-[28] is the other major component. A motion 
sensor detects moving things, such as humans. This gadget is frequently used as part of a system that 
automates a process or notifies the user to movement in a certain region. Security, automated lighting control, 
home control, energy efficiency, and other beneficial technologies all rely on it. Other parts of the system 
network are the set of motor cameras and engine circuits for each camera to move it right and left [29]. 

The main objective of this work was to design and simulate a low cost and safe security monitoring 
system established on bluetooth mesh sensor network (BMSN). Such BMSN may be designed through low 
storage capacity related with record control videos. The rest of the paper is organised as shown in: Section 2 
presents the system description of BMSN, section 3 discusses the simulation and software system results, and 
finally, section 4 presents conclusions 


2. BMSN SYSTEM DESCRIPTION 

The comprehensive system simulation model and software of the security monitoring system based 
on Bluetooth mesh sensor network (BMSN) and the basic building blocks are discussed in this part. The 
BMSN is made up of a simulation component and software applications, as shown in Figure 1. The planned 
system's simulation component is separated into four circuits, with all circuits being dependent on five 
pieces. The Arduino Nano, motion sensor, and Bluetooth HC-06 are the simulation's key components. The 
entire system was programmed using the free source Arduino IDE application. 


Figure 1. The full system simulation of the BMSN 
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2.1. BMSN circuit simulation 

The BMSN simulation circuits' major circuits and components are separated into five segments in 
Figure 2. This Arduino microcontroller, shown in Figure 2(a), is the heart of the BMSN devices with the 
Arduino Nano's primary bin diagram can be shown in Figure 3, and the microcontroller's key features are 
listed in Table 1 [18]. 

A motion sensor, often known as a passive infrared sensor (PIR) shown in Figure 2(b), is indeed a 
sensor that detects human movement or allows a human to enter a space. And, unlike the infrared sensor, the 
infrared sensor (IR sensor) does not have a red-light transmitter, but instead receives it from the surrounding 
bodies as a result, Passive. The motion sensor applications are used to detect the human body in order to 
safeguard against theft, to light a lamp or open a door, or to save energy. However, in order to understand 
how to operate a sensitive movement, one must first understand that everyone with a temperature greater than 
zero degrees Celsius is capable of emitting infrared energy. The proportion of energy released by the body 
grew as the body's temperature climbed. This energy or radiation is invisible to the naked eye (though it may 
be viewed with a camera), but the PIR sensor's pyrolytic materials can detect it. Glymantride, Cassim Nitrate, 
and Lithium are just a few of the pyroelectric compounds employed in the PIR sensor [30]. 

Bluetooth HC-06, as shown in Figure 2(c), this Bluetooth module can easily establish serial wireless 
data transmission. It operates in the 2.4 GHz industrial, scientific and medical (ISM) frequency range, which 
is ideal for medical, industrial, and scientific applications. The Bluetooth 2.0+EDR standard is used. The 
signal transmission duration of various devices in Bluetooth 2.0 is set at a time interval of 0.5 seconds, which 
reduces the stress of the Bluetooth chip and allows for greater Bluetooth sleep time. This module has a serial 
interface, is simple to use, and makes the design and development process easier in general. Table 2 lists the 
Bluetooth HC-06's most important features [17]. 


(b) 


Figure 2. BMSN main component (a) Arduino kit, (b) the motion sensor, (c) Bluetooth HC-06 and 
(d) motor driver circuit 


Table 1. Main properties of Arduino Nano [18] 


Parameter Value 
Microcontroller ATmega328P — 8 bit AVR family microcontroller 
Operating Voltage 5V 
Recommended Input Voltage for Vin pin 7-12V 
Analog Input Pins 6 (AO — A5) 
Digital I/O Pins 14 (Out of which 6 provide PWM output) 
DC Current on I/O Pins 40 mA 
DC Current on 3.3V Pin 50 mA 
Flash Memory 32 KB (2 KB is used for Bootloader) 
SRAM 2 KB 
EEPROM 1 KB 
Frequency (Clock Speed) 16 MHz 
Communication TIC, SPI, USART 
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Table 2. Main properties of Bluetooth transceiver module HC-06 


Parameter Value 
Bluetooth protocol Bluetooth 2.0+ EDR standard 
USB protocol USB v1.1/2.0 
Operating frequency 2.4 GHz ISM frequency band 
Transmit power <4 dBm, second stage 
Sensitivity <-84 dBm at 0.1% Bit Error Rate 
Transmission speed 2.1 Mbps(Max)/160 kbps(Asynchronous) ; 1 Mbps / 1 Mbps(Synchronous) 
Supply Voltage +3.3 VDC 50 mA 
Operating temperature -20 to 55°C 
Size and Weight 36.5*16 mm Weight: 4 g 


Motor driver circuit: Such circuit can be considered as circle for driving the camera's motor in 
addition to the camera moving from left or right as indicated in Figure 2(d). Mobil phone: BMSN can be used 
any older phone instrument just in the full system for sending the SMS to the selected phone number. 
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Figure 3. Arduino Nano main diagram [18] 


2.2. Software’s of the BMSN. 

The Arduino language is essentially a collection of C/C++ functions that are then provided directly 
to a C/C++ compiler that can be used with my program. Arduino Software is an open-source application 
(IDE) It's compatible with Windows, Mac OS X, and Linux. The Arduino IDE is a free software electronics 
prototyping platform based on all sorts of Arduino hardware and software that is versatile and easy to use. 
The IDE makes writing code and uploading it to the board a breeze. Figure 4 depicts the IDE software's 
major windows [19]. 


File Edit Sketch Tools Help 


Figure 4. IDE software main widows [19] 


Indonesian J Elec Eng & Comp Sci, Vol. 26, No. 3, June 2022: 1781-1790 


Indonesian J Elec Eng & Comp Sci ISSN: 2502-4752 øO 1785 


3. SYSTEM SIMULATION RESULTS 

Figure 5 depicts the flowcharts of a security monitoring system based on a Bluetooth mesh sensor 
network. The system's flowcharts are grouped into four programs. Figure 5(a) depicts the front monitoring 
circuit flowchart, which demonstrates how to check the status of the three motion sensors output, switch 
on/off the cameras, and then relay the sensor status to the main, left, and right circuits. A schematic of the 
right monitoring circuit is shown in Figure 5(b). This flowchart shows how this circuit receives signals from 
the front circuit, turns the cameras on/off, and sends the sensor states to the main circuit. A schematic of the 
left monitoring circuit is shown in Figure 5(c). This flowchart shows how this circuit receives signals from 
the front circuit, turns the cameras on/off, and sends the sensor states to the main circuit. The main circuit 
flowchart is shown in the last flowchart in Figure 5(d). This flowchart shows the system's entire condition 
based on Bluetooth signals from the front, right, and left circuits, as well as how to issue a warning SMS. 


Send Signal by Bluctooth 
to Right Circuit 


Send Signal by Bluetooth Send Signal by Bluctooth 
to Left Circuit to Main Cireuit 


(a) (b) 


Send A warning SMS 
by Mobile 


Send Signal by Bluetooth 
to Main Cireuit 


(c) (d) 


Figure 5. BMSN flowcharts (a) front circuit, (b) right circuit, (c) left circuit and (d) main circuit 
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The simulation results of the entire system will be presented and discussed in this section. Using 
Proteus 8.4 Professional software, the system simulates (1). The outcomes of this study can be divided into 
more than six scenarios, although only six will be discussed in terms of human movement: 


3.1. Scenario 1 

As shown in Figure 6, the person in this position is standing in front of the building's entrance. 
Figure 6(a) shows how to detect a person within that scenario, in which the central sensor at front circuit is 
ON with both left and right sensors are OFF, Figure 6(b) shows the sensor output results, and Figure 6(c) 
shows the camera situation result (the camera right and left are ON). 


(b) 


Figure 6. Scenario 1 states and results (a) the person location, (b) sensors output results and 
(c) camera situation result 


3.2. Scenario 2 

In this case as shown in Figure 7, a person is standing just in front of the building's gate. Figure 7(a) 
shows how to locate a person in this scenario (2); in this example, the front circuit's center and right sensors 
are ON, while the right sensor is OFF; Figure 7(b) shows the sensor output results; and Figure 7(c) shows the 
camera situation result (camera right/ON and camera left/OFF). 
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Figure 7. Scenario 2 states with results (a) the location of person, (b) output results of the sensors and 
(c) camera scenario result 


3.3. Scenario 3 

As shown in Figure 8, the person in this position is standing to the left of the building door. 
Figure 8(a) shows how to locate a person in this scenario (3); in this example, the front circuit's central and 
left sensors are ON, while the right sensor is OFF; Figure 8(b) shows the sensor output results; and Figure 
8(c) shows the camera situation result (camera right/OFF and camera left/ON). 
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(b) 


Figure 8. Scenario 3 states with results (a) the location’s person, (b) output results of the sensors and 
(c) camera situation result 


3.4. Scenario 4 

As shown in Figure 9, the results are the same whether the individual is standing on the left or right 
side of the structure. The person within this position is standing in canter on the right side of the structure. In 
this scenario (4), the right and left sensors in the right circuit are ON, as shown in Figure 9(a). Figure 9(b) 
shows the output results of the right-side circuit sensors, while Figure 9(c) shows the camera situation result 
(the camera is ON). 


(b) (c) 


Figure 9. Situation 4 states and results (a) the person location, (b) output sensor results, and 
(c) motor situation result 


3.5. Scenario 5 

As shown Figure 10, the results are the same whether the user is standing on the left or right side of 
the structure. The person in this scenario is standing at the right-hand end of the structure. Figure 10(a) shows 
how to find the user in this condition (5), where the right circuit's right sensor is turned off and the left 
circuit's left sensor is turned on. Figure 10(b) shows the output results of the right-side circuit sensors, while 
Figure 10(c) shows the result of this camera scenario (the camera is ON). 


3.6. Scenario 6 

As shown in Figure 11, the same findings are obtained whether the person stands on the left or right 
side of the building's end. Figure 11(a) shows how to find the individual in this case (4) by turning on the 
right sensor and turning off the left sensor at the end(master) circuit, turning on the camera, and having the 
master circuit at the end of the building transmit the conflicting SMS. Figure 2(a) depicts this scenario, 
whereas Figure 11(b) depicts the SMS output signal outcome. Figure 11(c) shows the camera position as a 
result of the master circuit (the camera is ON). 
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Figure 10. Scenario 5 states and results (a) the person location, (b) output sensor results, and 
(c) motor situation result 


(b) 


Figure 11. Scenario 6 states with results (a) the person location, (b) the output results of mobile and 
(c) motor scenario result 


4. CONCLUSION 

A new security monitoring system had been created for smart homes and bulling applications in this 
project. Because bluetooth (HC-06) has a low energy consumption and a communication distance of 100 
meters between points, this system is based on Bluetooth mesh sensor network (BMSN). Furthermore, a 
global system for mobile communications (GSM) phone was utilized to convey a warning message from the 
master control system. One of the most essential internet of things (IoT) applications is the Bluetooth sensors 
network. Each portion of the network was controlled by an Arduino Nano microcontroller. Such 
microcontroller receives the motion sensor’s signals till the cameras are controlled, and it also sends and 
receives signals through Bluetooth between two components of the mesh sensor network, and the cameras are 
switched on and off and moved right or left based on these signals. In our study, an explaination and 
simulation of the system had been discussed the outcomes. The key benefit of this study is the creation of a 
low-cost Bluetooth sensor security network with limited storage capacity for control movies. 
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